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Security Report

testpeo.com

I'his report was generated for vou courtesy of Libertate Insurance

Sl !.il «t- Test PEQ

DomainProactive executed 61 tests azainst cestec. com onn 2022-08-24 at 15:13:43 (UTC).

Security score: 913 (ont of 1000 points) {(using

mocel HI22-08-15)

| tests failed, indicating a problem needing remediation. You should take action by fixing

g
these errors, forwar

IS et T VoL I'T team. or ret: 1IN E Prolession: | ACCVIOES.

M T res |.. L 11 o
No tests generated a warning.

b tests _',,!'I.!'I-.'."ll el Zl':'lil.'ll.'ll'.llli'| ion for improvement or an informational message

Findings (by type, sorted by severity) Corn ossa o
@85Nab &Y N°80 °«

ies. (22,0 points)

1. | A wehsite is using a vulnerable version of PHI
{resource: hitps:/ testpeo.corn)

A website should not be using a version of PHP with known security vulnerabilities,

21 A wehsite is nsing a valnerable version of PHP
{resouree: https:)www testpeo.comm )

D Tabad

A wehsite should not be using a version of PHP with known security vulnerabilities,

2. Redirection for Brres should be to the same host, (1000 points)

1. | Redirection for BTTes is to a different host: testpeo.com—www._testpeo.com

I'he redirection to BTTes is to a different host, defeating the effectiveness of H1TTP

Strict Transport Security

If it is intended that the apex domain be redirected to a domain with another

|_| ST Ie I!-.'.;.. http:.-"_."teutpen.cn:-.-" .!'l..i:I'!'I'- '.:lhttpn:.-".-"'bnnr.I:eutpech.-nmn.-". the
initial redirection must be to beepe: // teotpes . com/, Which then redirects to
httpa://www.teatpeo. com/ 111 order for HSTS to take effect on future visits,

3. A website should have an X-X88-Protection header, (1010 points)
1. A website should have an X-x85-Protection header.

(resouree: https:/ww W kestpe.coln )

A website shonld have an X-X55-Proteceion header to protect against reflected cross

gite seripting (X55) attacks.



https://developer.mozilla.org/en-US/docs/Glossary/XSS
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f have i aecurity . exe file. (500 points)

7. A website shon
1 A wehsite should have o aecuricy . txe file
(resource: hittps://testpeo.comy. well-known/security tat

‘ @ecurity.txt HIECHE
can reliably discover a w
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The domain should have a valid CAA record.

e DNSSEC. (5.0 points)

SN o arevEnt s -|"..
L 10 prevern SPHOTITE.

he domain should use DNS
'l 3 .- hi . 1 | » "
rsion of this report: HTML P

Ferm
| A complete report can be foumnd at: HUAML PDF
I ted wrt of a free t Stay on top of vour domain’s security and
mitoring and prompt
assistance
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A suspicious website visit
’ was detected.
v

Identity

Authentication

(=] =]

Issues & Alerts

=2 13

+6pts this month

Security Score

QuickBooks 2021 is out of
date, please update.

Backup Storage Details

30 81% 810.2gb

Days of backups Storage usec 0oogb

3 days of storage remaining
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Contingent Business Interrupton

Funds Transfer Fraud

Cyber Extortion
Computer Replacement

Bodlly Injury & Property Damage
Follution

Service Fraud

EoRXEHEHDBGB

Metwork & Informaton Security Liabiliy

Regulztory Defense & Penalties

Multimedia Content Liability

=l

PCI FAines & Assessments
6  Digital Asset Restoration
E  Breach Response

4 Crisls Management & Public Relations

Enhancements

Pre-cizlms assistance
Cowvers all prior acts
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Business services costs?
Cost of system upgrades *
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